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Metodlar



Enerji Sektörü ne kadar kritik

https://ics-cert.us-
cert.gov/sites/default/files/Monitors/ICS-
CERT_Monitor_Sep2014-Feb2015.pdf



Saldıranların amaçları



Aşamalar

https://ics-cert.us-
cert.gov/sites/default/files/ICSJWG-
Archive/S2015/D1_1300_SANS%20ICS%20-
%20ICS%20Cyber%20Attacks%20Fact%20vs.%2
0Fiction%20and%20Why%20it%20Matters_Le
e_REL_fp.pdf



SCADA Saldırısı ne kadar zor



TÜRKIYE



Wikileaks – Türkiye KEA

https://wikileaks.org/plusd/cables/09ANKARA406_a.html



ETKB Kampüsü



Snowden Belgeleri



Redhack – TEİAŞ hack (14 Kasım 2014)



BTC Boru hattı (5 Ağustos 2008, Refahiye)

• Alexander Dugin : “BTC Dead”

• “Hackers had shut down alarms, cut off 
communications and super-pressurized the 
crude oil in the line, according to four people 
familiar with the incident who asked not to be 
identified because details of the investigation 
are confidential.”

• SANS-ICS

http://www.bloomberg.com/news/articles/2014-12-10/mysterious-08-turkey-
pipeline-blast-opened-new-cyberwar



31 Mart Kesintisi – Atış Serbest

http://observer.com/2015/04/iran-flexes-its-power-by-transporting-turkey-
to-the-stone-ages/



31 Mart Kesintisi – ENTSO-E Raporu



Entso-E Raporu



Türkiye’yi hedef alan - Dragonfly



Almanya’da Çelik Fabrikası Saldırısı

• In one case they noted that a malicious actor had infiltrated a steel facility. The adversary 
used a spear phishing email to gain access to the corporate network and then moved into the 
plant network. According to the report, the adversary showed knowledge in ICS and was able 
to cause multiple components of the system to fail. This specifically impacted critical process 
components to become unregulated, which resulted in massive physical damage.

https://ics.sans.org/media/ICS-CPPE-case-
Study-2-German-Steelworks_Facility.pdf



2013 ICS Baltuzağı deneyi

https://media.blackhat.com/us-13/US-13-Wilhoit-The-SCADA-That-
Didnt-Cry-Wolf-Whos-Really-Attacking-Your-ICS-Devices-Slides.pdf



SCADA sistemleri

• Sistemlerde siber güvenlik düşük

• Sistem mesajları şifresiz

• Şifreleme, kullanıcı doğrulama düşük

• Eski protokoller

• Akıllı Şebeke sistemleri - > Siber-fiziksel 
sistemler

https://project-sparks.eu/wp-content/uploads/2015/02/04-
mclaughlin-scada-ids-sparks.pdf



Akıllı Şebeke Sistemi



Hedeftaki Inverter



PV Panel Değer düşümü

https://www.eclipse.org/4diac/uws/2015/UW_06_Strasser.pdf



Microgrid saldırısı



Simulasyon

https://project-sparks.eu/wp-content/uploads/2015/02/09-chabukswar-modelling-impact-sparks.pdf



Gelecek - Tartışma

• Daha fazla boru hattı

• Daha fazla elektrik santrali

• Daha dağınık bir üretim

• IoT

• Akıllı Tüketim/Şebeke



Teşekkürler

• Google «Barış Sanlı»


